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1. Open ‘Network and Sharing Center’

—
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Change your networking settings
St up o nesy connection o2 metwsrk
St up & wineless, braadband, dial-up, ad Ber, o WPM Oonmection: o et up & FOUTET OF BUOESE paint.
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3.Clickon ‘Add’

- E = (=] i _!.!
@Q#liﬂ v Control Panel » Metwork and Intermet » Managq Wireless Metworks - | ‘\-’ | | Legreh Ma nage Woreless Nelworis p
Manage wireless networks that use (Wireless Network Connection)
Windows tries bo connect to these nebworks in the order listed bedenw.
| Add | Adepter properties  Profiletypes  Network and Sharing Center @
hg Add 8 wireless network ity and rearder (3) -
5,_ QUEST Smart University Security: WPA-Enterprice Type Amy supported Automatically connect
Ei Library Securttyr WPAZ-Personal Type Any supported Automatically connect
e
. WO Lacurty: WPRA-Parsonal Ty e Lny suppoTted Sutamatically eannsct
“‘ '

4. Choose ‘Manually Create anetwork profile’

How do you want to add a network?

K« Manually create a network profile

“S=. This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. Yeu need to know the nebwork name (5510 and
security key (if applicable).

o Createan ad hoc network
This creates a temporary network for shanng files or an Internet connection
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5. On network name write “eduroam”

Security type ‘WPA-Enterprise’

Encryption Type ‘AES’

Leave Security Key ‘Blank’
Clickon ‘Next’

Enter information for the wireless network you want to add

Metwork name: edurcam

Security type: ’WPA-Enterprise x ]

Encryption type: ’AES v]

Security Key: | | [ | Hide characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk,

I Mext I[ Cancel
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6. Go to ‘Change Connection Setting’

Successfully added eduroam

= Change connection settings
Open the connection properties so that I can change the settings.

7.Select Security Type ‘WPA-Enterprise’
Encryption Type ‘AES’

Network Authentication Method: Microsoft: Protected EAP (PEAP) and then click
Setting.

3 2 B
edurcam Wireless Metwork Properties M

Security

Security type: [weA-Enterprise =

Encryption type: [AES v]

Choose a network authentication method: 3
[Waosoﬂ_' Protected EAF {(FEAF) Y] I Settings I

Remember my credentials for this connection each
time I'm logged on

[ Advanced settings ]
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8. Uncheck ‘Validate server certificate’
Click on ‘Configure’

" Protected EAP Properties =

When connecting:
I—Elwm“ cerhficate ]

[ ] Connect to these serve:

7] avast! Mai Scanner Root [
[ Baltmore CyberTrust Root

[ Cortum Trusted Network CA

| Chambars of Coerenerce Roat - 2008

7] Class 3 Pubbs Primary Certification Autharity -
i i [

Do not prosmpt user 10 authorize new servers o Busted
cerbficaton suthorites,

Select durthentication Method:

e e L]
|5-ul.dmdﬁﬂw'ﬂ) '] Configure... ]
] Enable Fast Riecannect S 2
["] Enforce Metwork Access Protection
|| Disconnect if server does not present o yphobinding TLY
|| Enable: Idenbity Privacy

Lok || cones |
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9. Uncheck Automatically use my windows logon name and password (and domain if
any) press OK
EAP MSCHAPv2 Properties
When connecting:
Dmmmmmmﬂmmw
* password (and domain # any).
[ ok || cance |

10. Forget/ Disconnect or Reconnect with eduroam

11. Provide Your Institutional Username and Password

Metwork Authentication
Pleaze enter user credentials

‘I\ﬂl [ abc@quest.edu.pk
[ L L X X Y )




